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ABSTRACT

U.S. nuclear power facilities face increasing challenges indyeatmgecurity

requirements caused by evolving and expanding threats while kespeagsonable to

make nuclear energy competififee past approach has often included implemeseinogity
features after a facility has been designed and without attention to optinviziatioan

lead to cost overruns. Incorporating security in the design process can provide robust, cost
effective, and sufficient physical protection sy$RP®s)The purpose of this worklisth

to develop a framework for the integration of security into the design @Ehaserofeactor

andto increas¢he use of modeling and simulation tools to optimize the deBiBS®f
Specificallyhis effortfocuses omtegraing security into the design phase of a model
microreactothat meets curreduclear Regulatory CommissfibiRC) physical protection
requirements and proind advanced solutions to improve physical protection and decrease
costs. A suite of toolsicludingScribe3[®, PathTrac®, and Blender were used to model a
hypotheticalgeneric domestiicroreactofacility. Physical protection elements such as
sensors, cameras, barriers, and guard forces were added to the model based on best practices
for PPSsMultipleoutsider sabotage scerswereexamined witfour-to-eightadversaries to
determine security metricseTresults of thiwork will influenc&PSdesigns and facility

designs for U.S. domestiroreactors. This work will atlemonstratbow a series of
experimental and modeling capabilities across the Department of BEO&)gsomplex can
impact the design amdplementationf Safeguards and Security by Design (SSBD) for
microreactorsThe conclusions and recommendations in this document may be applicable to
all microreactor designs.
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EXECUTIVE SUMMARY

This report analyzes the design of a hypothetical microreactor aegddnoltepts of securiby-
design. The design and anaf&focusel on developing microreactor facility and physical
protection sysie (PPS}hatsupportsan offsite response force and an effePiR@

The initial design of this facility focused @ating the smallest footprint for the site, with the
smallest andhosteffectivePPS This studyocuse®n identifying m appropriate physical security
methodology for microreactor facilities, praigghtsor developing microreactor site with an
effectivePPS andsuggesta costeffective design for microreactor facilitiestbedPPSs

The hypothetical microreactor design is based on-pipeatooled reactosed-igureE-1-1. This

design uses a fuel enrichment of 19% oraoBéh fuelcycle. The reactor core is a solid core

block that includes a matrix of fuel, heat pipes, and moderator. The core is designed to be subcritical
on startupand reflectors stounding the core are turned inward to bring the core to its operating

state. The reactor utilizes sodhumat pipes that operate in a capillary action to transfer heat to the

heat exchanger. This design allows heat to be transferred from the reacheatoettchanger

without requiring the use of pumps. Theusts an opeair Brayton cyck® produceelectrical

power.An onsite control room and a remote monitoring and control Sgsdessumesb no onsite

control of the reactor is needEajureE-1-1 shows the hypothetical microreactor facility design

and layout.



Figure E-1-1. Hypothetical Facility Layout

For this facility, PSwas designed to provide up to thiniputes of delay time for an offsite

response force to protect against sabotage of the microreactor. To effectively achieve sabotage at the
microreactor facility, the adversansntause damage to the microreactor core (fuel elements for

this facility) or cause a radiological release at the site boundary.

Many design choices were made to increase adversary task time, improve the probability of detecting
the adversary forc@ndimprowe overallPPSeffectiveness. These upgrades indlaeelening
doors with steel sheetingjngactive delay features such as slippery agents and obscurants in
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strategic locations to multiply adversarytimskandusing extended detection techgae to

detect adversaries before they reach the protected area boundary of tRatfaaitiglysis tools

and forceon-force modeling simulations were used to determine the probability of interruption and
the probability of neutralizati@raditionaimethodologies for vulnerability assessierdscertain

the overalPPSeffectivenes3.he design features mentioned previously were determined by a series
of path analysis calculations to improve probabilities of interruption above 95% and to try to reach a
system effectiveness level of 90%. The results from this analysis can Beysestr1R2Error!

Reference source not foundThe base case PPS desigreveaded usingurrent Nuclear

Regulatory Comission (NRC) regulations, with some exceptions made for the consideration of
reduced ossite response force numbers bysthall modular react@MR)and microreactor

community

System Effectiveness by Threat
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Figure E-1-2. System Effectiveness of the PPS

As can be seen BjgureE-1-2, there are two cases in which the system effectiveness is greater than
90% specificallythe scenarios in whielm offsite response forceaifhttrained responders

attempts to recapture anelutralize an adversary forcéoaf andfive individuals. The analysis

shows the system effectiveness levels for this fapiligllyfollow the probability of

neutralization. As the adversary force increéhsesystem effectiveness level decrédsss

analysis identifies that response force tactics and planning, factors that influence the probability of
neutralizatioralsoimpactPP Seffectiveness.

This analysis identifies critical areas for consideration by micréaedities These
reconmendations include:

1 Ensuingtheresponse force has adequate knowledge of the facility and target locations to
implement a proper response to a malicious act

1 Ensuingthe response force is adequately trained to neutralize an adversary force

11



1 Conducingexercises with the response force regularly to validate response force
performance

1 Considangplacing microreactor facilities as close to the offsite response force as possible
to decrease response force time, as this may lead to a smaller andeffectiveRPS

1 Developngsecondary response force routes to reach the facility and iogmsiekiods to
ensure the confidentiality of response force routes to the facility

1 Leveramgfacility construction materials to increase adversary delay tirmfoeed
doors and walls)

1 Applying ative delay features to multiply the task time for an adversary to defeat a fixed
barrier such as a door or wallincrease the overall adversary task time

1 Implemeningextended detection technologies such as @ébaption algorithm®MA),
whichmay beableto detect an adversary earlier,raag be used withoattraditional
perimeter intrusion detection and assessment system (RVDialscan reduce ovel@PS
costs

Details for these recommendations and gepat options can be found throughout this report.

12



ACRONYMS AND DEFINITIONS

Abbreviation Definition
ASD adversary sequence diagram
BMS balanced magnetic switches
CAS central alarm station
CCTV closed-circuit television
CFR Code of Federal Regulations
DEPO Design Evaluation Process Outline
DBT design basis threat
DMA deliberate motion algorithm
DOE Department of Energy
EA exclusion area
ECP entry control point
KIA killed in action
LAA limited access area
LLEA offsite local law enforcement agency
LWR Light water reactor
MVP most vulnerable path
NEIMA Nuclear Energy Innovation and Modernization Act
NPP nuclear power plant
NRC Nuclear Regulatory Commission
PA protected area
Pe probability of effectiveness
P probability of interruption
PIDAS perimeter intrusion detection and assessment system
PIN personal identification number
PIR passive infrared
Pn probability of neutralization
PPS physical protection systems
RFT response force time
SME subject matter expert
SMR small modular reactor
SNL Sandia National Laboratories
SNM special nuclear material
SSBD safeguards and security by design
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Abbreviation

Definition

VA

vulnerability assessment

VAs

vital areas
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1. INTRODUCTION

Domestic nuclear facilitiizse stringent requirements for security, particularly for nuclear power
generating facilities, includadyancedmall modular reactors (SM&s) microreactor$his

analysis focuses on the United States domestic regulatory structure from theejulcleay R
Commission (NRC) perspectiMelclear power plaiNPP)facilities must me#tesestringent

regulatory requirements for physical protection due to the threat posed by theft and sabotage of
nuclear material. This places nuclear power at @aigrdfsadvantage compared to other energy
sourcedecausé requires more upfront, operational, and maintenance costs in physical protection
systems (PRBand protective force personnel.

SMRs and microreactors may be able to take credit for enhfetgethdasmaller source terms to

reduce onsite security preseBgeonly using offsite local law enforcenogrgrational costs may
besignificantly redudeFurthermore, future nuclear facilities will need to incorporate Safeguards

and Security dyesign (SSBD) to optimize the performance of the PPS within reasonable cost
constraints while meeting stakeholder objectives. Historically, the design of nuclear facilities has
been retrofitted to accomplish the performance objectives of safeguardgiayd searporating

these factors into the design phase of the facility can significantly decrease implementation and
operational costs throughout the facilityds I
assess the vulneralabbf the facility through modeling and simulation to identify potential
technological and engineering solutior&ldress those vulnerabilities before the facility is built.

In this report, tedesign process is demonstrated by identifying a hypothetyrabdsssi threat
(DBT) along with employing path and scenario analysis to identify weaknesses in a hypothetical
facilityds PPS.

To avoid potential sensitivities, various individual characterispesn&ourcplanned
microreactofacilities were seledtand/or slightly modified for the hypothetical médel

The report documents the reactor, design of the facility, operatidPBSartue goal of the

analysiss toestablistaneffective physical security system, including an offsite local law
enforcement agency ( LL EAisrepertwillldescrife#he prdcessty 6 s r
develop a physical security system using a skgdeisign process.

This report highlights a traditional approach to desigRiR§far a microredor facility It also

explores new technologies that may be applied with existing technologies t® Pgweutire

efforts in this area will analyze new technologies such as final denial systems and deliberate motion
algorithmgDMA) that can be used tlecrease the footpremd reduce the cositthePPS This

report will provide a baseline anatgsighich the advanced technologies and systems can be
compared. This will allow microreactor vendors to compare the impact of new technologies and
systera and use a secuity-design informed approach to develop the mosetfestivePP Sfor

their facility.

1Garcia, M.L. 2008. Design and Evaluation of Physical Protection Systems, 2nd edition, Sandia National Laboratories.

XAdvances in Smal/l Modul ar React or EATAdvaritad®Réactgysy Devel opm
I nformation System (ARIS). 6 International Atomic Ener g
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2. REGULATORY CONSIDERATIONS FOR DOMESTIC SMR AND
MICROREACTOR DEPLOYMENT

The U.S. Code of Federal Regulations (CTRR) | e 10, OEner gy 6199 ncl udes
applicable to the NRC. The NRC also publishes regulatory guides to aid in the implementation of
these regulations. The following parts of 10 CFR are most applicable to the security and safeguards
of specibnuclear materigbNM)?

1 Part11 Criteria and Procedures for Determining Eligibility for Access to or Control Over
Special Nuclear Material

o Establishes requirements for access to’'SNM

1 Part 25 Access Authorization for Licensee Personnel
o Outlines pocedures for access authorization to classified information

1 Part 26 Fitness for Duty
o Describesaquirements for fithe$sr-duty programs of nuclear power reactor licensees

1 Part 73 Physical Protection of Plants and Materials
o Describesaquirements fdPPSf plants an&NMin transit and at fixed sites

1 Part 74 Material Control and Accounting of Special Nuclear Material
o Describesaquirements for control and accounting of SNiitexd sites and in trarfsit

1 Part 95 Facility Security Clearance and Safeguards of National Security Information and
Restricted Data

The NRC has many ongoing activingkenearterm, midterm and longterm to prepare for

review and licensing oktimext generation reactors. The NRC has been directed by Congress under
the Nuclear Energy Innovation and Modernization Act (NEIMA) to establish a techmadlsiye
regulatory framework for advanced reactor use by PO&& are two major activittbatrelate to

physical security rulemakiAtiernative Physical Security Requirements for Advanced Reactors
NRC-20170227 and the Part 53 Framewbidth of which will be discussed in further detail in the
following sections

SNucl ear Regul atory Commi ssion, ORegulations, Guidance,
https://www.nrc.gov/security/domestic/reguide.html.

“Nucler Regul at ory ©cCntema andsProoedyres foratermining Eligibility for Access to or

Control Over Speci al Nucl ear Material, 6 page |l ast revi
https://www.nrc.gov/readingm/doc-cdlections/cfr/part011/fulttext.html.

SNucl ear Regul at ordAcCoemmi sAuuitchro,r i xRariton25% page | ast revi
accessed October 9, 2020, https://www.nrc.gov/readifadpc-collections/cfr/part025/fulitext.html.

SNucl ear Regul at ordfFi Gmmemiss Sioan ,DudBarPtr oy&d ams, 6 page | ast

2020, accessed October 9, 2020, https://www.nrc.gov/readidgc-collections/cfr/part026/fulitext.html.

Nucl ear Regul at o/ByP hGwsmmiad s iPom,t eccRarotn of Pl ants and Mat
September 15, 2020, accessed October 9, 2020, https://www.nrc.govimaltiogollections/cfr/part073/ful
text.html.

;Nucl ear Regul at ordMat&ralCamt sls i &@amd AdPaocunt7idng of Speci al N |
reviewed/updated September 15, 2020, accessed October 9, 2020

0Advanced Reactor Detailso, Nucl ear Regul atory Commi ss
https://www.nrc.gov/reactors/neweactors/advancédetails.html.
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2.1. NRC-2017-0227 i Alternative Physical Security Requirements for
Advanced Reactors

The 2018 documentSEA80 076 0 Opti ons and Recommendati o
f

Advanced Reactorso6 evaluated alterAsaani ves
outcome of SECM.80076, the NRC proposed a rulemaking effort to establish new alternative
physical security regulations for SMRs and advanced reactors to protect against radiological
sabotagé€.This evolved into NRQ0170227 limitegscope rulemakgnwhich proposes amending
physical security requirementstRsand other advanced reactor designs commensurate with the
risk to the public health and safety. If the licensee can meet certain perlmasezhekgibility

criteria, then the licensee Vable eligible for certain voluntary alternative requireth®pegific
sections assessed for alternatives include

n
or

10

Licensed Activities in Nuclear Powdinres Reactor s

requirements to protect againstB of radiological sabotage. The NRC is requesting comment
on a proposed rule chartg current regulations to give more flexibility to SMRs and other
advanced nuclear technologies by developing dedicated gdwysiitg requirements to reduce the
burden on licensees to request exemgtidhss proposed rule aims to keep the requirements of
73.55 to protect against radiological sabotage of the DBT but set out additional guidance for
advanced reactdisatcanestablish a performaroased approach for meeting these requirements.

The NRC is proposing to amend the 73.55 security requirements based on three performance
metrics. If any individual criterion is nle revised requirements would be applicable @nd th
licensee would be able to follow the performbased alternative appro&th:

1. 0The radiological consequences from a hypc

of engineered systems for decay heat removal and possible breaches in tysssal stru

surrounding the reactor, spent fuel, and other inventories of radioactive materials result in
offsite doses below the reference values defined in 88 50.34(a)(1)(ii)(D) and 52.79(a)(1)(vi)

of this chapter. o

2. 0The pl ant f emitigateraa svenhamcnemtaimoffsjte doses below the
reference values in 88 50.34(a)(1)(ii)(D) and 52.79(a)(1)(vi) of this chapter cannot
reasonably be compromised by an adversary as defined by the design basis threat for
radi ological sabotage. 6

0SECY¥180076, o0Options and Recommendation for Physical
(ADAMS Accession No. ML18170A051).

11 SECY-180076, Nuclear Regulatory Commission, Margaret M. Doane, Options and Recomnuerielatsod

Security for Advanced Reactors, o6 August 1, 2018, https:
12Planned Rulemaking ActiviteRu | e, OAl ternati ve Physical Security Reqglu

20170227 https://www.nrc.gov/readingm/doc-collections/rulemakinguleforum/active/ruledetails.html?id=76.

BoPhysical Security for Advanced Reactors, 6 A Proposed

accessed October 13, 2020, Document Cit84oRR 33861, Page: 3388864, Agency/Docket Number: Docket
No. NRG20170227, RIN: 3158K19, Document Number: 201%008,
https://www.federalregister.gov/documents/2019/07/16/2aBD08/physicatecurityfor-advancedeactors.

14Please sé¢RC Markupmf NEI-20-05 Draft B Comments on "Methodological Appraauth Considerations for a
Technical Analysis to Demonstrate Compliance with the Performance Criteria of 10 CFR 73BS2(TIF0227
0027, March 8, 2021. Note that these criteria, as witititheyef the rulemaking activities, are draft and therefore
subject to change.

BWorld I nstitute for Nuclear Security and Nucl ear Thr ec

ISBN: 9783-903191754

18



3. 0 P | eatutes ifcludaherent reactor characteristics combined with engineered safety
and security features that allow for facility recovery and mitigation strategy implementation
if a target set is compromised, destroyed, or rendered nonfunctional, stfsfig¢hat o
radiological consequences are maintained below the reference values defined in 88
50.34(a)(1)(ii)(b)y and 52.79(a) (1) (vi) of

NOTE: These criteria, as with content involved within the entirety of the rulemaking activities, are
draft and thefflere subject to change.

If any of these eligibility criteria are satisfied, the licensee is eligible for the application of several
voluntary performandgased alternatives specified in 73,58{ghdescribeprescriptive
requirements within 73.55 (@), (i), and (k). Specifically, the proposed change calls out (but is not
limited to):®
1 Licensee may rely on local law enforcement to perform the interdiction and neutralization
requirements
o0 This relieves a licensee of 73.55(k)(B)(imum numberfaarmed responders
o This elieves licenseef other requirements in 73.55@kj{&nd (k)(8)(ii)

1 Relieved of 73.55(e)(9)(v) and 73.55(i)(4)(iii) requiring the secondary alarm station, including
if offsite, be designated and protected as a vital area
o Sikes must still have two onsite alarm stations per 73.55(i)(2), but a designated secondary
alarm station may be offsitds not Fequiredo be a vital area, nor is its associated
secondary power supply required to be
[For full descriptions of the proposed alternatives, follow the rulemaking activities at Regulations.gov u
NRC-20170227]

The licensee must perform and submitespecific analysis of how their design satisfies the
security requirements and performance criteria.

2.2. Part 531 Risk Informed, Technology-Inclusive Regulatory Framework for
Advanced Reactors

This rule is intended to be used by advanced reactomappljcRecember 31, 2027. Itis in
addition tobut also in coordination wijttime limitedscope rulemaking NRED170227.
Rulemaking documents and preliminary proposed rule language candyeReguathtions.gov
under document ID NR20190062. As padf this, proposed language is in development for a
technologynclusive performandemsed prograthat supports riskinformed graded approach to
physical security, cyber security, and information security, as well-&xfitagsprograms and
accesauthorization. The proposed 53.830 Security Program in Subpart F requires the
implementation of a physical protection prodhetl) protectSNMaccording to Parts 73 and
37, and 2) protects against radiological sabotage per requirements withith& h&fposed
73.100 unless the following is satisfied:

16 Revised Preliminary Proposed Raleguage, Posted by the Nuclear Regulatory Commission on Sep 13, 2020, NRC
201702270023.

"Nucl ear Regul atory Commi ssion June ZXlfgrmed, 0eclngologP u bl i ¢ Me
Inclusive Regulatory Framework for Advanced Re&uttmnmaking Subpart F and 10 CFR Part 73 Emergency
Preparedness and Security. o
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0The radiological consequences from a hypo
engineered systems for decay heat removal and possible breaches in physical structures
surrounding theaeagent fuel, and other inventories of radioactive materials result in

of fsite doses belowXhe values in AA 53.21

This proposed language relieves the applicant from protecting against the DBT of radiological
sabotage if the licensea parform an analysis demonstrating compliance with the criteria. If the
criteriaarenot met, the licensee would have to protect against the DBT with a physical protection
program and demonstrate that it meets current performance and prescriptivenés)unestiner

73.55 or th@ewly proposed3.100. The proposed section of 73.100 outlines a novel framework to
meet general objectives and performance requirements and provides optimal flexibility to protect the
plant against the DBT.

80Section 53.210(b)(1): 25 rem (250 mSv) total effecti\
exclusion area for amh@ur period following. Section ZB0(b)(2): 25 rem TEDE at outer boundary of the low

popul ation zone. 6 Quoted directly f rPamb3Riskmfioemed,0, 2021 NI
Technologytnclusive Regulatory Framework for Advanced Reactors Ruledraibpart F and 10FR Part 73

Emergency Preparedness and Secuity
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3. HYPOTHETICAL MICROREACTOR SITE

The hypotheticahicroreactodeveloped for this design and analysis encompasses features and
capabilities of multiple U.S. domesticroreactorsurrentlyin development. This provides a
framework for the design and analysis to capture SSBD for darneestieactoapplications. The
hypotheticainicroreactofacilityin this studys located 15 miles outsidd-afrbanksAlaskain an
areawith a populatin of approximately1,551people.

3.1. Site Description

3.1.1. Climate

The region surrounding the facility hasaer and wet climatés summers a@omfortable and
cloudy and its winterare frigid, snowy, and partly claudyewarm season startshtayand asts

until early Septemhevith an average daily high temperature al3k¢17).° The cold season is
betweerSeptember and Marahd has an average daily higlpéeature belod6’F. As

temperatures rarayceed (O°’F, the temperature should not affect any infrared technologies. The
region generally has a low level of Hitytiut receivean average dRinches of raiand61

inches of snow pgear? This level of precipitation may induce noise in sensors and cause the
degradation of security elemeatg, (nold/rust/mineral deposits/electrical shorts).

3.2. Microreactor Site Description

3.2.1. Buildings and Microreactor Operations

The site operates two builgkn The primary building is the reactor building that houses the reactor,
thecentraldarmgtation (CAS), and emergency backup power. The second buildiegtig the

control point (ECP) building=zigure3-1 shows this hypothetical site laydbe secondary system
buildinghouses backup battery power and diesel generatprotiddsecondary power systems
needed to operate the security and safety systems at the site.

YoAverage Weather in FairbanWesat Aédmas8parkndoteddStWeathe

https://weatherspark.com/y/273/Averagh/eatheiin-FairbanksAlaskalUnited Statesy earRound.
290Fairbanks, Alaska Climate. 6 2016. Bestplaces. net.
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Figure 3-1. Microreactor Facility

This hypothetical microreactor design is based onigeabtoled reactdrhis design uses a fuel
enrichment of 19% on a-&tonth fuelcycle The reactor core issalid core block that includes a

matrix of fuel, heat pipes, and moderator. The core is designed to be subcritical, andtartup
reflectors surrounding the core are turned inward to bring the core to its operatfiing stdetor
utilizes sodiurheatpipes that operate in a capillary action to transfer heat to the heat exchanger.
This design allows heat to be transferred from the reactor to the heat exchanger without requiring
the use of pumps. The gitges an opeair Brayton cycl® produceelectrcal power. This reactor
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desigrutilizes an onsite control room antemote monitoring and control system so no onsite
control of the reactor is needed.

During abnormal or emergency conditions the reactor can be shut down tnositéheontrol
room or heremote monitoring and control system. When the reactor is shutdoaynheat
removal is conducted passivéhere the outer walls of the reactor can dissipate heat to the
surrounding air. Inherenttie heat pipes will also allow for a large ambudetcay heat remoyal
and the passive system of transferring heat to the air is effective at cooling the reactor in an
abnormakventor emergency.

This hypothetical facility has been designed in such a way that ticenevalebe replaced after
36months of operationand theas few personnas possibleeed to be onsite for maintenance,
repair or operations, and security.
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4. OVERVIEW OF VULNERABILITY ASSESSMENT

The evaluation of an existing or proposed PPS requires a methodical tyapnoeesurdbe

ability of the security system to meet defined protection objectives. Without this kind of careful
assessment, valuable resources might be wasted on unpeoessary or, worse yet, fail to

provide adequate protection of material against a theft or sabotage attack by the defined threat. The
vulnerabilitygsssessment (VA) methodology was developed to implement perfdrasautce

physical security concepts atemrcsites and facilities.

4.1. Modeling Tools

41.1. PathTrace®©

PathTrace@s a path analysis tool that is used to analyaeilajipaths adversaries may take to
achieve their goal. This tool was used in this analysis to deterprioleathiéty of interruptio(P)
using a hypotheticAPS

To determine the potential adversary paths, the software identifies multiple pathways adversaries
may takeSpecificallyhe tool develops three paths:

1 The quickest adversary path, where dewydhs task time is prioritized over decreasing the
probability of detection

1 The stealthiest path, where decreasing the probability of detection is prioritized over decreasing
the task time

1 The most vulnerable path (MVP), where the path is optimizédkciogsthe probabilities of
detection, adversary task time, and response timelines

41.2. Blender

Blendet'is a free andpensource3D creation suite that is widely used throughout the 3D
modeling community. It supports the entirety of the 3D pipeline agigeat] to create efficient,
highlydetailedD models that can be ingested by any engine. The Blendeenhadisshe
creation of detailed,-sxale models of facilities, vehicles, and equipment that can be used for
visualization, analysis, and trainihg.team used Blendercteate the facility 3D modet this
project

4.1.3. Scribe3DO 1T Tabletop Recorder and Automated Tabletop Data Tool

Scribe3D®© is a 3D tabletop recording and scenario visualization software created by Sandia
National LaboratorigSNL) It was developddr use by other national laboratories, government
organizations, and international pastasing the Uni#ygame enging@vhich has been used for
severabther training and analysis tools within the DOE complexy is a commercial game

engine built for developers and 1tl@velopers to create a wide variety of games and applications. It
features a fully customizable framework and set of development tools.

Scribe3DO is used to create, record, and play back scenarios developed during tabletop exercises or
as a planning tool for performance testing,-fumderce,andother security analysedated
applications. Theapabilitiesffered by Scribe3D© can help open discussions and capture the

21Blender Foundation, availablevatw.blender.org/abou(2019).
22Unity Technologies, available at unity3d.com/unity (2019).
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results, visualize consequences, collect data, and record events, as well as help make decisions while
users develop scenarios. Data can be viewedm3ZDand be played back in 1t&ak or at

various speeds. Transcript reports are automatically generated from the recorded data. The
automated functions of Scribe3B@ableecorded scenarios to be run ManteCarlo fashion to

collect large quantitiesdata for analysis purposes after initial scenarios are defined in the

traditional tabletop exercise.

4.2.

System Effectiveness Analysis Assumptions

The vulnerability assessment prosesased othe following assumptions:

T
1
1

= =

= =4 -4 A

Pathways are determined usibgtap analysis asdbject matter expe8NIE) judgement
Target areas and operational states are accurately identified

Adversary acts are planned and executed at a time that provides maximum opportunity for
success for the adversary

Facility security faaes function adesigned, arttie response forecespond asdefined
Appropriate threat attributes and capabilities are identified

When data are limited or missing and the analyst must rely on subjective expert opinion, the
analysis is conductednservatively with the advantage weighted toward the adversary

Adversaries and response force are assumed to be teguéhg and combat ability
Adversaries are willing to die to achieve their mission

Only sabotage scenarios are analyzed

Response foestrategy is denial only
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5. HYPOTHETICAL MICROREACTOR PHYSICAL PROTECTION
SYSTEM DESIGN

ThePPSdesign for the microreactor apphbeth traditionalPPSdesigns and the implementation of
new features and approachié®e Design Evaluation Process OutlineRDEEmethodologysee
Figure5-1, was one of thguiding principkfor the design of thePS$?

Regulatory Requirements
Facility Characterization
Target Identification

ﬂ Design Basis Threat

Safety and Emergency Evacuation

Define PPS
Requirements

Operational Fire Containment
Considerations Access for Maintenance
- Detection
Design PPS Delay
i Path Analysis
— Force-on-Force Analysis Redesign
S
PPS Design PPS Implementation

Figure 5-1. Security-by-Design DEPO?*

The DEPO methodology, tailored to sectbitglesign, starts with defining the physical protection
requirements, characterizing the facility operations, identifying theft and sabotagesiiargets
determininghe DBT thePPSmust defend againbbr this design and analysis, the current
framework and proposed rule changes from thewdR€lised as the regulatory basis oPih8

Once thePPSrequirementweredefinedthe teantonsideré howthe PPS would impasafety

and operational environmersme of these considerations include emergency evacuation from the
site, fire containmerdnd access féacilitymaintenance. These factors are importabbotbr

ensuring the site meetsn@tessary safety requirements andingdine burden on the operations

of a facilitythat result fronsecurity system design and implementation. Integrating safety and
operational considerations is important for increasing operational efficiencyeasthdecr
operational costs at the facility. Once the safety and operational aspects have beertleensidered
PPSdesign begins. This design is based on detecting external and insider adversary forces by
detectingand delayinthemuntil an adequate respofaee can arrive to interrupt and neutralize
them Modeling and simulation tools suckPathTrace© were used to desigrPA8 with an

effective probability of interruption. Once an effective probability of internspganhed, a foree

23 Garcia, M.L. 2008. Design and Evaluation of Physical Protection Systems, 2nd edition, Sandia National Laboratories.

24A Evans,Par ks, S. Horowi t z, L. Gil bert, R. Whal en. ouU. S.
SAND20210768.
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on-force analysis is conducted to determine the probability of neutralizatidrP Bishdeemed
not effectivethe system is redesigned based on the-at®wened information.

5.1. Current Physical Protection Practices for SMRs and Microreactors

The basease for the design and analysis d?E&ncludes aexclusiorerea (EA) that functions

as a limited access area (LAA), a protected area (PA), and vital areas according to current NRC
regulations found in the 10 Code of Federal Regulations Rayt Y3 CFR 73). This project will
evaluate the effectiveness BP&based on the information and regulations found in 10 CFR 73 as
well as proposed ruteaking changes for ndight water reactort\WR9. This effort focuses on
analyzing thBePSdesign awell as minimdb-no onsite response force, which is a large effort for
the SMR and microreactor community.

5.2. Perimeter Physical Protection System Design

The site includes an EA, which functiars t hLAA. §he E£EA& dncompasseseaghtfoot-high
fencethatoperatess demarcation, is not manned by guamndsdoes not contain any detection or
assessment technologies. The entry point for the fence is usually unlocksadraiiandgyvork
hours. Since the EA does not include any sensing or entryteghtrologyit is excluded from

this analysis.

For this facility design a traditional perimeter intrusion detection and assessment system (PIDAS) is
applied to detect and delay a malicious act at the facility. This choice was made because the
technologies and subsystem of a PIDAS have been testatidateldvin many scenarios.

However, further development technologies suoMasand fused sensarsuldbe used to

detect adversary intrusion to a facility. These technologiesnoag the need and requirenfent

a traditional PIDAS. Work in the futuwill examine the feasibility of these technolagji@s

replacement fahe PIDASversughe cost associated with PIDAS installation, operation, and
maintenance.

The siteds PA is controlled by aeBEbdtheSt consi s
tall with outriggers) thare separated by an isolation zmpgppedvith sensingechnologysee

Figure5-2. The isolation zongensing technologgnsists of bistatic microwave sensing, and the

inner fencencludesa vibration sensor. The entire isolation mnevered bgloseecircuit

television (CCTV) cameras for assessment from the CASskdiCCTV @meras are on a loop

recording and automatically save 10 seconds before and after an alarm.
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Explanation:

1. Outside passive fence, 3.2 m
2. Bi-static microwave

3. Camera (5 m) & light (8 m) tower
4. Vibration fence

(=)

@
Protected
Off-Site o Area

|--—10m4-—+

Perimeter Cross-Section

Figure 5-2. PIDAS Cross-section

The PA has two points of entry, one for personnel and one for velhatesaraalso both

assessed with CCTV. The vehicle entrance is only operational during the agwiptedictor

coreor equipment. Inner and outer hydraulic vehicle barriers are raised when the access point is not
operational. The personnel entrance is manynee guards who perform detection of prohibited

items beforallowingpersonnel entmpto the PA when personnel or equipment need to gain

access to the siteedestrians must pass through a metal detector, an explosives detection portal,
and have theon-person items sent througtxaray machine. Once through contraband detection,
pedestrians are granted accesdhdtuse o& proximity card and the entering of a personal
identification number (PIN). When receiving new reactor fuel or equgthergite, the facility is

notified ahead of time and the vehicle entry point is manned by two guards. The vehicle access
control point consists of an inner and outer gate, with vehicle barriers on the outer side of each. The
hydraulic vehicle barriers ar@mtained in a raised position when operational and only lowered one

at a time as an authorized vehicle passes through as follows:

1. The driver and all other vehicle passengers must stop at the access point at the outer gate

2. One of the guards atthe acqessi nt st eps out of the guardho
and any passengerso6 credentials, as well a

3. If authorized, the outer gate is opeaed the inner vehicle bariielowered by the second
guard

4. The driver ishen instructed to drive inside the gate and stop before the second vehicle
barrier

5. The outer vehicle barrier is rajsetl the outer gate is closed

6. The passengers and driver then exit the vahijpeocess through the personnel entrance
in the same maer as described above

7. During this time, one of the guards at the vehicle accesagqiijinspects the vehicle
for contraband and explosives

8. Once validated and granted access, the driver and any passengers return to the vehicle

9. The inner hydraullzarrier is lowered by the second gubedinner gatis opened by the
first guard, and the vehicle passes through
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10.The inner gate is clos#ueinner vehicle barriesraisedand the process repeats

Figure5-3 shows the design of the extePRRE

oo |Dsriptin

= Green Fixed
Camera

o Red Active
Infrared &
Microwave
Sensors

= = |
g ! 1

w
ned

=
a

Figure 5-3. External Physical Protection System

A PIDAS may not always be necessary for a microreactor facility deployment. A PIDAS was used in
this document as it is the currently available technology that has been tested for deployment for
perimeter intrusion detection and assesshagat.sectionsf dhis reportwill discuss how

technological advancements eragbledetection beyond the fence line of the facility and decrease

the need for a PIDAS to be deployed.

5.3. Interior Physical Protection System Design

The interioPPSdesigrfocuses oletecting @cess and intrusion into the building and delaying the
adversary as much as possible PR&ontains access control devices such as badge and PIN
readers and balanced magnetic switches (BMS) on each doorway into the facility.grhe buildin
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interior has dsedcircuit television (CCTV) cameras and passive infrared (PIR) &srabrs.
Reference source not foundgshows the intern®PS

Item Color Description

Green
Orange
E" - "1
J - " . Blue
" (Diamond)
[ s 5

s LightBlue

Fixed Camera

Keycard and
PIN Access
Control

Balanced
Magnetic
Switch
Passive

Infrared
Sensors

Figure 5-4. Internal Physical Protection System
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6. TARGET IDENTIFICATION

The analysisenterean adversary attacks of three target locatigtisafocus on direct sabotage
of nuclear material. Due to inherent safety featuréisessamplexity of these safety featuwaty
direct sabotage scenarios were considered in this analysis.

The microreactor facility was designed to operate 19.55% ddfg3tedeactor fuel. The reactor
operates within the main buildowgsite. Tl goal of thislesign and analy@greventing theft and
sabotage of the microreacod,specificallydenying access to the microreaftenying access to

the reactor for longer periods of time can increagPtBeffectiveness. For this analysabotage
wasdefined asvhen the adversary could properly place any breaching mechanism and successfully
breach the microreactor to cause alplesslease of radioactive material. This definition of

sabotages alignedvith the proposirulemaking changes by the NRE discussed 8ectior?. It

will be inportant for microreactor facilitigsnot allow an adversary force to adtestacility

Previous studsdhave shown that the longer the adversary is in the facility, the greater ability the
adversary force has to harden themselves against the ifespefise

In addition to the microreactathertargets that are a concé@nprotecton include th&CASand

backup power supplies. If an alarm station is located ibnsitecessaty maintairts securityso

CAS operators are able to continuoeglgrt alarms and adversary capabilities to the response

force. This will ensure an effective response can be provided to the site. Backup power supplies are
also important to operate tABSf offsite power is lost. This will ensure that a loss oegfiswer

will not degrade the effectiveness oPtR8

A Evans, J . Par k s, S. Horowi t z, L. Gil bert, R. Whal er
SAND20210768.
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7. RESPONSE FORCE

The site will haveneonsite guard to conduct personnel and package séarthesewho need
accessto the facility. The site will also hameguardn the CAS, with one shift commander
present to relieve CAS operator. These guard decisions were based on the premiisg of red
onsite guard members to decrease operational cost. &eaqgsippedith thefollowing:

1 Batons

1 Pepper spray

1 Handcuffs with keys

1 Handheld radios
Theoffsiteresponse force members are required to complete certification and training on selected
weaponry and equipment that may be necessary in the event of an adwk.Safgagitanry and
equipment for the response force members includes:
1 Handguns with approximately 45 roundsmfi® ammunition
Shouldeffired weapons @,9-mm H&K MP-5s and 5.56m type rifles)
Batons
Pepper spray
Handcuffs with keys
Handheld radios

= =2 2 4 2

7.1. Response Force Assumptions

Due to the uncertainty in future SMR security designs and regulations, the analysis will focus on a
PPS that does not use onsite armed response force personnel. Based on this assumption, no armed
responders are on siéand esponse force times of 30 and 60 minutes were assessed.
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8. THREAT ASSUMPTIONS AND CHARACTERISTICS

The concept of the DBT is used to establish the thgaatswhich the PPS of a facility is
designed. For this study (a notional facility with a notional threat) a DBT will not be used.
Ratherthis section will characterize the threat spectrum used for the security study. In this
vulnerability assessment, the number of adversaries were vaffiear froeight It is assumed
that a passive, nonviolent insider is providing facility knowledgedutstter threat group.

8.1. The Vulnerability Assessment Process

The evaluation of an existing or propd2e8requires a methodical approtet measurdbe

ability of the security system to meet defined protection objectives. Without this kind of careful
asessment, valuable resources might be wasted on unnecessary protection or, worse yet, fail to
provide adequate protection of material against a theft attack by the defined threaerdbiity
assessment (VA) methodology was developed to implenferthpacebased physical security
concepts at nuclear sites and facilities.

The measure of overall security effectiveness is described as system effectiveness and expressed as
probabilityof effectiveneséP:). Peis determined using two terms: the pbility of interruption

(P) and the probability of neutralization)(RRAnalysis techniques are based on the use of adversary
paths, which assume that a sequence of adversary actions is required to complete an attack on an
asset. It is important to noteat R will vary with the threat. As the threat capability increases,
performance of individual security elements or the system will decrease.

Interruption is defined as the probability of arrival by the security force at a deployed location to halt
adverary progress. Interruption may lead to the initiation of a combat event; however, it does not
mean the task has been literally interrupted, simply that security forces have arrived before
completion of the adversary task.

Neutralization is defined as thefeat of the adversaries by the security forces in a combat
engagement or by other mearssR measure of the likelihood that the security force will be
successful in overpowering or defeating the adygrgaryinterruption. This defeat could take
many forms; it could mean the adversaries are rendesedapskle because a vital vehicle is
disabledor key personnel are neutralized. It could mean that all adversaries are neutralized.
Neutralization is simply the ability of the security forcetemrthe adversary from completing its
mission.

These probabilities are treated as independent variables when the defined threat:

1. Selects a path that exploits vulnerabilities in the sgystem

2. Is willing to use violence against the security forces.
In this case, the effectiveness of the systgrag&inst violent adversaries, expressed as the
probability of interrupting and neutralizing the adversaries, is calculated by the following formula:

Py = BxP,

It is important to stress the conditional probabilitgriaption (B is meaningless without
neutralization (B. If a system has a very high probability of interruption but lacks the firepower to
respond to the given threat, the system fails. Conversely, if the system lacks the timely detection to
get resporets to the fight, it does not matter how well staffed and armed the response is.
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8.2.

Threat Assumptions and Characterization

The DBT assumed for this analysisased on information fraime 10 Code of Federal
Regulations Part 73ik(,10 CFR 73.1ke€elable8-1. The adversary team members were assumed
to have the following characteristics:

T

il
1

Intend b conduct adeterminegviolent external assault

o Conduct theittack by stealth or deceptive actions

o Operate in groups through a siregiéry point

o Havemultiple groups attacking through multiple entries

Have nilitary training and skillsewilling to killor be killedand havenough knowledge to
identify specific equipment or locations necessary for a successful attack

Receive aiftom an ative or passive insider

Have &nd or water vehicles, which could be used for transporting personnel and their hand
carried equipment teearthe VAs

Be able toanduct adnd vehicle bomb assault, which may be coordinated with an external
assault

Be able toanduct a gberattack
Be dle to perform any of the tasks needed to steal or sabotage critical assets

Be amedwith a 7.62 mm rifle or 7.62 mm Hell machinguns (2), a pistol, ammunition,
grenades, satchel chargegaining bulk high explosives (not to exceed 10 kg total),
detonators, bolt cutters, and miscellaneous othéef tools

Be dle toeachcarry a maportable total load.€.,29.5 kg [65 1b.])
Be able toun at a speed 8fm/s

For all scenarios, it was assumed each attack would start when the adversaries verified that no
response force element (e.g., roving patrol) was within vigealfrdre initial breach. They would
also avoid hardened and manned response positions if possible.

%]10Cale of Feder al Regul ations OPhysical Protection of
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Table 8-1. Outsider High-Level Threat Assessment Used for Analysis

High Level Terrorist Threat

1  Security System
1 Operations

security system (people, equipment/technology, and procedures),
and mission-critical operations, functions, and processes

Motivation | Ideological; cause public terror (regionally and internally)
Goals | Theft and/or sabotage of nuclear materials/items
Numbers 4/5/6/7/8; may divide into two or more teams
W 7.62 mm (assault rifles), 762 mm MGs (machine guns, RPG
eapons : .
(rocket propelled grenade), sniper rifles, hand grenades
Improvised explosive device (IED), shape charges, vehicle bomb,
E : suicide vest/backpack, commercial and military explosives
xplosives . ey
(assume adversary carries sufficient amounts to complete
objective)
@ Night vision devices, hand tools, power tools, bridging/breaching
% Tools equipment, chains, ladders, ropes, cutting torches, radios,
= fake/stolen identification, stolen/purchased uniforms and insignias
i Weight Limit 20 kg (45 Ib) per person
S Transportation Foot, bicycle, motorcycle, automobile (truck, car, off-road), all-
_5 P terrain vehicles, boat (rubber zodiac, small boat, fishing craft)
= Knowledge N .
% 1 Facility Assume full knowledge of facility layout and target locations,
O

Technical Skills

Military training, demolition, information technology, general and
site-specific engineering

Funding

High i regional and international support

Insider Collusion

Planning, local cell structure, safe-havens, sympathetic
population, logistics, money

Support Structure

One passive insider (providing information only)
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9. PATH ANALYSIS AND FACILITY UPGRADES

The analysis focused on developiAg&hat creates an effective probability of interruption for the
entire sitavith an offsite response foré&athTrace© was used to identify potential outsider
adversary pathways that could be used to commit a sabotage tadildythEhe first portioof

the analysis centered on designing a security system, witB524°or greater for a response time
of 30minutes. The second portion of the analysis centered on deveRip8ugth a P of 95% or
greater for a microreactor facility that was plaaedrgrade.

9.1. Above-Grade Physical Protection System Design

An abovegrade facility design was considered first for the &P Sdesignwith agoal
probability of interruption of 95% or greater

9.1.1. Base Case

The base case was designed according to appropriate NRC regulations and effective emergency
management procedures and policies. The basis for thissadefegencedh Figure5-3 and

Error! Reference source not foundA path analysis was conducted in PathTrace®© to determine
the probability of interruptiothe result®f whichcan be seen ifabled-1. In this case, both theft

and sabotage of the microreaetereconsidered. However, the primary concern for this design
wasmicroreactosabotage.

Table 9-1. Base Case Path Analysis Results

Cumulative .
Attack T.ask Probability Probablllty of Response
Target Time . Interruption .
Type of Detection Time (s)
(s) (%)
(%)
Reactor | Sabotage | 534 99 0 1800
Reactor | Theft 556 99 0 1800

Figure9-1 shows the adversary path determined to be the MVP fiarcthigdesignThe
adversaries breached the perimeter fence lines of the PIDAS amidtth&sdthe facility through
the entrane. Because of this low probability of interruptiorRB&vas changed to improve the
probability of interruption.

41



Figure 9-1. Base Case MVP

9.1.2. Upgrade Onei Active Delay and Mantraps

The first upgrade implemented active delay features in the main reactoabdddmgvay

mantraps. Active delay features are used to multiply adversary task times to contigéete tasks
moving through the faciljtyreaching doorway® conductingabotage. Mantrapee the result of

an outer doorway and an inner doorway that enable secure entry into a faeititgssittontrol
deviceghat grantwuthorizatiorfor access. This can make entering a facility much more difficult for
an adversary force. In this ana)ygiive delay such as slippery agents and obscurants were used.
The delay multiplicationctar can be seenTrable9-2.

Table 9-2 Delay Multiplication Factors

Baseline 1 30
Obscurant 1.66 49.8
Slippery Agent 1.55 46.5
Combined

Obscurant and 2.54 76.2
Slippery Agent

These upgrades can be seéfigare9-2.
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Figure 9-2. Upgrade One
The results from this uggte can be seenTiable9-3.

Table 9-3. Upgrade One Path Analysis Results

Reactor Sabotage 546 99 0 1800

Reactor Theft 701 99 0 1800

The MVPfor reactor sabota@®m this upgrade can be seeRigured-3.
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Figure 9-3. Upgrade One MVP
The adversary force in this case enters the facility by breaching thé tem@BAS, traverses
the open space of the protected area, and then breachesuthdoofi to the facility. This allows
the adversary to gain access to the facility in less time than it takes for the response force to arrive.
Based on the adversarthpeeinforcement waapplied to all facility dogiacluding the rollip
doors to increaséhe adversary task time of reaching the microreactor.
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9.1.3. Upgrade Two i Hardened Doorways, Security Area Around the
Microreactor

The second upgrade entailed placing the microreactor inside of another securitglacaag(tlee
microreactor insidereinforced concrete structure with access controls) and reinfaitiigg fa
doors and rolup doors. These doaase reinforced hyladng moveable reinforced concrete
barriers behind theto increase the overall adversary task time to reach the fFeqoted-4

depicts this upgrade.

Figure 9-4. Upgrade Two

The results from this upgrade can be seEahie9-4.
Table 9-4. Upgrade Two Path Analysis Results

Cumulative .
Attack Tgsk Probability Probablllty 2 Response
Target Time . Interruption :
Type (s) of Detection (%) Time (s)
(%)
Reactor Sabotage | 1498 | 99 1800
Reactor Theft 1658 | 99 0 1800
CAS /'Control | o otage | 304 | 99 0 1800
Room

The MVPfor reactor sabotage from this upgrade can be deiguiied-5.
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